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Threat Model
• ShieldStore protects confidentiality and integrity of key/values

• Trusted Computing Base (TCB) of ShieldStore
– SGX enabled Processor chip
– Code & data in enclave

• Out of scope
– Side channel attacks (ex. Foreshadow, controlled channel attacks)
– Availability attacks
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Optimizations
• MAC bucketing

– Maintain the MAC buffer per a hash bucket

• Searching encrypted key
• Custom heap allocator
• Optimization for multi-threading
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Optimizations
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Optimizations
• MAC bucketing

– Maintain the MAC buffer per a hash bucket

• Searching encrypted key
• Custom heap allocator
• Optimization for multi-threading
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Optimizations
• MAC bucketing

– Maintain the MAC buffer per a hash bucket

• Searching encrypted key
• Custom heap allocator
• Optimization for multi-threading
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Optimizations
• MAC bucketing

– Maintain the MAC buffer per a hash bucket

• Searching encrypted key
• Custom heap allocator
• Optimization for multi-threading

180

MAC Bucket
Enclave Non-Enclave

CMAC key

CMAC function

Bucket Data Entry

MAC MACMAC



Optimizations
• MAC bucketing

– Maintain the MAC buffer per a hash bucket

• Searching encrypted key
• Custom heap allocator
• Optimization for multi-threading
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Optimizations
• MAC bucketing

– Maintain the MAC buffer per a hash bucket

• Searching encrypted key
• Custom heap allocator
• Optimization for multi-threading
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Optimizations
• MAC bucketing

– Maintain the MAC buffer per a hash bucket

• Searching encrypted key
• Custom heap allocator
• Optimization for multi-threading
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Optimizations
• MAC bucketing

– Maintain the MAC buffer per a hash bucket

• Searching encrypted key
• Custom heap allocator
• Optimization for multi-threading
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Persistent Support
• Intel SGX supports sealing mechanism

– Using monotonic counter stored in non-volatile memory
– Protect data from rollback attacks
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Persistent Support
• Intel SGX supports sealing mechanism

– Using monotonic counter stored in non-volatile memory
– Protect data from rollback attacks
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Persistent Support
• Intel SGX supports sealing mechanism

– Using monotonic counter stored in non-volatile memory
– Protect data from rollback attacks
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Persistent Support
• Intel SGX supports sealing mechanism

– Using monotonic counter stored in non-volatile memory
– Protect data from rollback attacks
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Persistent Support
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– Protect data from rollback attacks
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Persistent Support
• Intel SGX supports sealing mechanism

– Using monotonic counter stored in non-volatile memory
– Protect data from rollback attacks
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• Evaluation
– Standalone: Focus on data store aspect without network 
– Network: Socket interface with a 10Gb NIC and 256 concurrent clients

• Metrics
– Secure Memcached: memcached with grapheneSGX [2] 
– ShieldBase: ShieldStore without optimizations
– ShieldOPT: ShieldStore with optimizations

Experimental Setup

Data Set Key Size(B) Value Size(B) Working set(MB)

Small 16 16 305

Medium 16 128 1,373

Large 16 512 5,035
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[2] Tsai, et al. Grahpene-SGX: A Practical Library OS for Unmodified Applications on SGX [USENIX ATC’ 17] 



• ShieldStore performs
– 7 – 8 times better than Secure Memcached on 1 thread
– 24 – 27 times better than Secure Memcached on 4 threads

Standalone Evaluation
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• ShieldStore performs
– 7 – 8 times better than Secure Memcached on 1 thread
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Comparison to Key-value Store on Eleos [1/2]
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Comparison to Key-value Store on Eleos [1/2]
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Comparison to Key-value Store on Eleos [1/2]
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Comparison to Key-value Store on Eleos [1/2]
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• ShieldStore performs better than Eleos even with 4KB value
– Efficient data protection improves the performance of ShieldStore

Comparison to Key-value Store on Eleos [2/2]
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• ShieldStore performs better than Eleos even with 4KB value
– Efficient data protection improves the performance of ShieldStore

Comparison to Key-value Store on Eleos [2/2]
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• ShieldStore with HotCalls [3] performs
– 6 – 11 times better than Secure Memcached on 1 thread and 4 threads
– 3 – 4 times slower than Insecure Memcached on 1 thread and 4 threads

Network Evaluation

[3] Weisse, et al. Regaining Lost Cycles with HotCalls: A Fast Interface for SGX Secure Enclaves [ISCA’ 17]
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• ShieldStore with HotCalls [3] performs
– 6 – 11 times better than Secure Memcached on 1 thread and 4 threads
– 3 – 4 times slower than Insecure Memcached on 1 thread and 4 threads

Network Evaluation

[3] Weisse, et al. Regaining Lost Cycles with HotCalls: A Fast Interface for SGX Secure Enclaves [ISCA’ 17]
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Summary of Paging Principles
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ShieldStore code will be available at 
https://github.com/cocoppang/ShieldStore

https://github.com/cocoppang/ShieldStore
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